MATH 158
MIDTERM 1
7 OCTOBER 2015

Name : Hwﬂd\ns

The time limit is 50 minutes.
No calculators or notes are permitted.

For any problem asking you to write a program, you may write in a language of
) i F -
your choice or in pseudocode, as long as your answer is sufficiently specific to tell the

runtime of the program.
Each problem is worth 10 points.
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(1) (a) Find integers u,v such that 91u + 74v = 1.

[olu~Fdv N v

.0 { 0

EG o 1

91-3 =[1? \ -1
-4 =| 6 =\ 5
\3-2:6 = &5 9 =il
6-5 = 1 | -13 16

= =13-9{+ (634,
Al othr solickions have the Bom  (=13+ 74k, 16-91k)

eq. (b1,- 7-5),

(b) Find an integer z such that 74x =5 (mod 91).

= lbwoddt, by pant (C‘)

Hente

Ty =5 mod9d
= X= \6:5 wiod 91

(o X= -\ wedS L, eftm‘vahvc\\g)

$O

i eresoion.



(2) Alice and Bob are performing Diffie-Hellman key exchange using the following pa-
rameters.
p = 19
g = B
(a) Alice chooses the secret number @ = 3. What number does she send to Boh?

A = g% wodp
= 23 modl9

A=8

(b) Bob sends Alice the number B = 4. What is Alice and Bob’s shared secret?

S = A= 8% madp
S = 4—{3 wod A9

= 416 wodl9
4-(-3) =2-12 = Twodl9

$=7




(3) Alice and Bob are using the ElGamal cryptosystem, with the following parameters

p = 13
g = 7
(a) Alice chooses the private key a = 2. What is her public key, A?
A = g% wodp
= 7% mod13
= 49 = 10 wmodl?d
A=10

(b) Suppose that Alice receives the ciphertext (c1,ce) = (2,6) from Bob. What is
the corresponding plaintext?

Cq = Coov modp
= b= 11YY\ wod\3
= dwm=z=b VY\OX.\3

NOW 410 = 40 =1 wmed3, 0 A7=10wodl3, and

s 4 6 wiod\3
= 106 = 60 = 8mod!3

m=&|



(4) Suppose that p is a prime number at most n bits in length, and « is an element of
(Z/p)™. Write a function inverse(a,p) which takes the integers a,p as argunents
and returns the inverse of @ modulo p. For full points, your function should perforni at
most O(n) arithmetic operations, and the return valuc should be an integer hetween
1 and p — 1 inclusive.

Colukion uing the extended Buclidean algoithm: (wola wheth p iy
prime o1 not)

deP inverse(a,p):

sO,u0 = 9,0 H#eadh s, n pa&o? an equiion S=auepyV

st,ul = a1  #we will shaink s v o nttogy.

while si =#0:
k= solsi
S, ul = so-k#si,
s0, u0 = si, wl
<t,utl = S, WA

Aetiom ub % P

ab- \exul  H pdom a now opuakion
Haeplate P o\ 5,u with +Hhe ewart

Alteaviative soluxion : compike aP 2 modp. By Femdn Stk

Yheoww, +hin will B o Wndyp .
Thir & O @ ovg on @ Park powerivig algenthm & urel,




(5) (a) Let p be a prime, and a € (Z/p)™. Define the order of a modulo p.

045\9(0-3= Hhe minimum posi)ﬁvc M’re%u\ e such Ahed
a2=1 wodp.

(b) Let p = 2% + 1 (this number is known to be prime). Prove that for any a €
Z/p)* except 1, ord,(a) is even. You may use any facts proved in the class or
D
on the homework.

We poved on +he howewes-d +hat
0’!(&9(03 \ (?‘1),
hene m&\a(a\ 1'% o odyl@) 1 apownel L. Unlon

)

o L, W kb even, e only erde-1 elenent
ir  1wiodp.

Henee 0 aFimodp, Fhen odola) & even.

(problem continues on next page)



(c) Suppose that p = 2% + 1, as in the previous part. What is ord,(2)?

odpD| L, so it v b one » 114, 2% ol

Note that  1'°=-1 wody, (o oda(D 4 16)
bk 2= (29" = (N"=1 wdyp, s ozdpm‘?-.iz.

The only possivility & thak E&pm = ?y

(d) Suppose that p is a prime with the property that ord,(a) is even for cvery
a € (Z/p)* except 1. Prove that p == 2" + 1 for some integer n. You may use
any facts proved in the class or on the homework.

Let q b any prime Pade of p-1. Then P gna M\\M‘-H\-/;M
Aovt g% hos edu q modulo p. Since ok onda Lhosi
1) vt b even, g Mk b even, "So asL,

Thorew 2 in The ovly prime Pucken o p=1. (4 Pllows +heh,

&Mﬂq ?"1 TV&D fn\ M/
P-’l-"-:)-“ Do some M.

Thir giverthe dortied rondk.



(6) Alice and Bob have chosen parameters p,g (p is a prime, g € (Z/p)”) for Diffie-
Hellman key exchange.

On Monday, Alice sends Bob the number A, Bob sends Alice the number 3, and
they establish a shared secret S.

On Tuesday, Alice sends Bob the number A’, Bob sends Alice the number B’, and
they establish a shared secret S’

Eve intercepts A, B, A’, and B’ (as usual), and she also manages to steal the first
shared secret S from a post-it note in Bob’s trash Monday night. Suppose that she
also discovers the following two facts (possibly resulting from lazy random number
generation by Alice and Bob).

A" = g*A (mod p)
B’ = B? (mod p)

How can Eve can use this information to efficiently compute the second shared secret

S’
Obsenve that i ab, @, b are the comesponding secned leeys.
i
V= g2

Thure Yo 0
s=qg = \9 N
(g8 = (g7 vk

q?_a\:"'“{b wiodp
= (@i () ok
= Sz‘ Gq MD(&Q

)
Y £ (g°)°  mols

i

So Ewe can ‘Q\hA H\l%mﬂa secnek S’ b\j CUW\lel"\Vl% Sz @"‘
ond nducng woduls p.



(additional space for work)



