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1. [9 points] Samantha has published the following RSA public key: her modulus is N = 299
and her verification key is e = 5 (see the summary table at the back of the exam packet for

notation). Victor receives the following three documents and signatures. Determine which
signatures are valid, and which are invalid.

(a) Document D = 90. signature S = 155.

o= 155% = 24025 = 24025-80-29Q
= |DSmod 284
10§t = 11025 = 025~ 26224

z 26 mod249
¢S = 34.¢ = 26l- 155 = HDUSS = 40HE5- 135289
= Q0 mpod 284
=) S52D modN, 30 the signalne i volid.

(b) Document D = 153. signature S = 50.

z |03 wmod 224
Mg 1037 = lBH = 11bbH - 32294
=z Tmod N

a5z 2.50 = 150 mod 243
= SS3DmodN, o the s,i%méﬁim o wnvalid,

(c) Document D = 238, signature S = 101.
g%= 10t = 1020\ = \D20\~- 34-284
= 25 mpd244
4z25t= 1225 = 12257 H.2a4
= 28mod N
<5=2749-10 = 2426 = 2422~ q:24%

-—
-

= 238 mod 299
= $°=DmodN, so +M9W¢@ﬁ.
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2. [ points] Alice is implementing some code to perform elliptic curve Diffie-Hellman key ex-
change (see the summary table at the back of the exam packet). So far, she has written a
working implementation of a function ecAdd(P, Q, A, B, p), which accepts two points P, ) on an
elliptic curve over F, defined by the congruence Y2 = X3 + AX + B (mod p), and returns

P Q.

Write a function ecdh(P, QB, A, B, p) that takes the public parameters and Bob’s point @ g, and
returns both the point Q4 that Alice should send to Bob and the shared secret S. You should
fully implement any helper function you need, except functions that are built-in to Python
and the ecAdd function. For full points, your function should only need to call ecAdd O(logp)
times (you do not need to prove that this is true, however). A less efficient implementation will

receive partial credit.

$ hela function: £ant-muldiplicaion  (“Aouble 2, add")
dof ecMult(n, P, AB, p):
aso o H Note: amumey M20.

if n%2 ==1:
Q= echdd (a,?, A(BJ'P)

n =2
P = eLMA(?;R A\Bop)
m-\-u/m Q

Hwmain Di ffie- Hellman code
;mpor-} random

th(?, Qg, AIB)P): _ ,-
et ® A = candom. randint (%, p) ﬁtsf:;‘ ;ﬁz:jn}" » ﬁ;"c -
" LA P MBS

= CM
%A= szuM—(YlA, @/13; AIBJP)

netun @A, S
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3. [7 points] Suppose that Alice and Bob perform Diffie-Hellman key exchange two days in a row.
The public parameters p, g are the same on both days (see the summary table at the back
of the packet for notation). On the first day. Alice and Bob exchange numbers A and B to
establish a shared secret S. On the second day, Alice and Bob exchange numbers A’ and B’
and establish shared secret S'.

Eve intercepts the numbers A, B, A’ and B’. as usual. She notices that Alice and Bob are
not generating their random numbers very well. and the following simple relationships hold
between A and A’. and between B and B’.

A = A% (modp)
B = ¢'B (mod p)

Show that if Eve manages to learn the first shared secret S. then she can quickly compute the
second shared secret S’ as well. Describe as specifically as possible how she could compute it
from the information she knows.

Ohseave that i the send num‘)msa,u a,b, O‘.B\. +hen:

ez s () (N wedp

(A")b‘ = (620.)5‘ z (3 ) (8)** wmodp
(*8) s g™ 8% (52" (8% modp
= A“.8% modp

m ul

- m

n

‘: ul(_ (”0(9),
(anon pom‘lo( view'* a' =20 mod(oducfq) & b's b+t wmodlo

o o°Pz eza(m\a Qzawqo °‘°) (9 ) % AH""D&P)

Qp Eve could it she Jearm S, compute A8 wodp o
aho Jearn S
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4. [8 points] Suppose that p, ¢ are two distinct primes, and N = pg. Suppose that a is an integer
such that a = 1 (mod p).

(a) Prove that if a =1 (mod ¢) as well. then in fact a =1 (mod N).

aslmdq = JkeZ & a-l=lkaq.

Since aszimodp, p leq.
Since ptq & qir pime, $KQ gd(pal=1,
so plk by Euclids (emma. Henee 3ReT

st ke=tp.
T a-l=0pq , fe. pafla=~),
e. a=lmodpq, o» duwired.

(b) Prove conversely that if a =1 (mod N), then a =1 (mod g).

a-l20medN = N|[(o-)
= palla-l
=y q|(a-\]
=Y o=1wodq, ardwced.
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5. [8 points] Define p = 1213,¢ = 1129, and N = pq. Both p and ¢ are primes (you don’t need to
prove this). and p — 1,¢ — 1 have the following prime factorizations.

p=1 22.3.101
g—1 23.3.47

Suppose that a is an integer that is a primitive root modulo p and also a primitive root modulo
q.
(a) Determine the minimum positive integer n such that

ged(@™ — 1, N) = p,
or prove that no such integer exists.
No such n exvts.
Prock: 4% Suppose for contea

dickion that gdd (@™-1,N) =p.
Then pl(a""-\), e. a™zlmudp. Sinead a ;‘)tim..
noot, this means (p-0) In!, so iot[n!. Sinee (01 pimg,
Euclich femma implhies that 10} Aivdy one sd L2, N,
hente w101, Buk thy vazems that ol of 8,343 ane
among the vumhes 1,2, 0, 80 (a-)[n! ar wel. &
OMS‘W\O&?. By MmoblemH, a™zimudN, wo ni@™-4),
hence (a™\,n) =N, vok p. This it a contradickion.

(b) Determine the mmimum positive integer n such that
ged(a™ —1,N) = g,

or prove that no such integer exists.

m=4? o the sl such m. WS IS becawne

n!
Yo swalls n wonla sinee n<Ht = Q—WV\.' = a™'# [mode

(seethe nearoning in (a)) ;
2) aMzimedq  sinte a-\|u# (allef 8.3.4% occwutiv

13- ) H¥)
3) o gmudp s explaind i (al.

So  @"Rl isdivithy g bubwot p. & thw ged (a*%1,N)=q.
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6. [7 points] Alice and Bob are using the NTRU cryptosystem, with the following public param-

eters.

N=7 p=3 g = 41 d=2

Alice’s private information and public key are as follows.

= 1+X+X3-Xx1-Xx5
g = 1-X+Xx%-x°

F, = —-3+12X +19X%2-5Xx%—2X*+8X%+13X°
F, X%+ x% - x*
h = -2049X +9X2?—10X%+14X* - 8X° +6X°

Bob wishes to send Alice a plaintext m, which he encrypts to the following ciphertext.

e=20-5X+9X3+11x%-2X°%+12X5

Alice begins the decryption process by computing the following convolution product.

fre=239+2X +6X°%+38X4+2X5+40X6

Complete the decryption process and determine the plaintext m. Express your answer as a
polynomial that has been centerlifted modulo p = 3.

o= de(f#e) = -Z+2%+ 6% -3XN 2%5-Xx® (=41

=) o = l-><~Yg-X6 mod p (p=3)

()(24-)(3-)("‘) A-(\~X-Y§‘X6) mod 3
- (xq._ Y'x__ Y'f_ X l)
+(X*=X™ -3
- (X*- %5~ = X‘S)
-1 -2X + X2axP-2%X"ax® mod3
-1 +¥X +X7‘+X3+XH+XS mod3  (centerlifted)

n

=) k#*a

wod 3

n

"

= = - XA XXX




Math 252. Spring 2019 Final Exam

This page intentionally left blank. You may use it for scratchwork or to continue
answers to any question (note clearly on the original page if you do so).



Math 252, Spring 2019 Final Exam

7. [7 points] Samantha is using DSA signatures, with public parameters p,q,g and public ver-
ification key A (see the summary table at the back of the exam packet for notation). She
publishes two documents D and D’ with valid DSA signature (S, S2) and (57,5%) (respec-
tively). Unfortunately. she has made a mistake, and used the same ephemeral key & for both

sighatures.

(a) How might Eve notice that Samantha has used the same epheiheral key twice. given the
published information? :

She could ohsave thot [s:=62] . ‘
Sknickly wpealing, Hhis implies only thak 9" %pha=g whp¥,
Rt +ha coincidence s extnemely unlikely unle
¥ q“g q"‘) mo&p (Yhew atec only ¢ powers
‘ of gmadp),
which 1y equivelink o ke zl’'modg.

(b} Write a function stealKey that Eve could use to compute Samantha’s secret signing key
a from the published information. You may assume that Eve has already implemented a
function modInv to compute modular inverses. You may also miake the following assumnp-
tions: Sy # S5 (mod ¢) and S; # 0 (mod g)- .

Eve kenows that !
YR I D+as) wodg

(
g %, = k"(D’-t'aS.) mockq 1)
volently, s | . o
o e 182 = D+ass modq (1\‘
(=

¢ kSs=D+ald modq .
one way 1o solwe thiticto First solwe for ki (n 1 congiueny)
k =%2D+ a %3S, mede

Hun substihde +hit b the second:
(Si'Dm?;‘S.) ¢, = D' +ali modq ¢s)

=5 (D+a§‘) S; = (‘D‘+a3.)§7_ modg ()

[ Technicak powt: weve tecinically amumed Sy #FOmode in

| A+ in hindsight
it logic, which wight not be so. We can Quol L
b‘; Slffg‘ Fnachng Se-line3) fom S lfine u) bo dohain Lire)

i WO Y J, |
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Doing  some algzlnar
a[gugz"‘gugz] E ’D‘SQ_"DS‘Z) VHOAQ
oSy {Se-Se) = D'Sa-~ DS mod ¢

=? o = f\(Szj'gz)"(’D\Sz‘Dgz\) modq
(sinee we anumed S, Omode

& Se.# Se modq botha thax inverses exiit)
& o iy pime,

‘ the leey.
Eve con wie this conauence fo sheel | i
(1 wpitt St,Se, et for neadehility; in python you could write $2), 522,
inthead)

Sulotiedk cong. (1) $rom (3):
ke (gﬁ—g?:) =D -D ‘MDJI-‘(
= ks (0-0) Sr G imde

T as (kS2-D) S modq

—:
| &BP S*CQ(K‘e‘j(g\ , Sz, D,( Sn’, S’z\,'D‘, Q) :

Sactrt = wodlav (Sl L

factel = wodnv (82 -Se, a)

facksy = (WD ¥Se - D:5 )P Q

nekum - factort ¥ feckor? ¥ factord %o q
Alteandde sdin: :
T (solve for ke £irs) ) def Sheelliey ()

k= (D-D) % modlﬂv(glz‘gz’, a)
o= (le¥S2-D) % modbne(Si, Q)% g
tetwm a -
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8. (7 points] Alice and Bob are using a cryptosystem similar to NTRU, described as follows.

Parameters: N = 107, p = 3, ¢ = 331, d = 20. (Note in particular that the inequality
g > (6d + 1)p from NTRU does not hold. so you should not assume it in‘your argument).

Key creation: Alice chooses two private elements f,g € T(d 1 ,d). You may assume that
both are invertible in both R, and R;. Alice computes the inverse Fy in R4. and publishes a
public key h = Fox g (mod g).

Encryption: Bob’s plaintext is a ternary polyndmial m € R. Bob chooses a random (ephemeral)
polynomial r that is also ternary (but not necessarily having any specific number of +1’s and
—~1’s), and uses Alice’s pubhc key to compute a ciphertext € = hxm + pr (mod g).

(Recall that a ternary polynonnal is a polynomial with all coefficients <1, 0, or 1; equivalently.
a polynomial with |m|e, < 1).

In this problem. you will work out a decryption procedure for this system.

(a) In decryption. Alice begins by computing fxe and centerlifiting it (mod ¢) to a polynomial
a. In other words (using our notation from class), a = cl,(f » €). Prove that a is ezactly
equal (not just-congruent!) togxm+p fxr. ,

Be sure to refer to the specific parameter values stated above. You should calefully state
any lemmas from class that you use in your proof. but you do not need to prove them
from scratch.

First obsave ‘that i conq'lww{‘ modq, since
She = {rh 9-m+p¥'br wiod Q
= LB Fg ¥rm + p%*r mod @
1 ¥g¥m-+ pfer wmode
(gi.nce .f'*\?%sl wwdQ)
= Q¥+ p fie mod q.

Now, necalk twe fack povd clom:
(\) VabeR, lashbls, € lalet lolw

(0 If aGT(d.el & beR, thenm la*hl
ey

1]

< (d.+e\~|b|w.

(continued on reverse)
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Additional space for part (a).

Therefone
« [gamap $arl ¢ |gemid lpfarle (fad ()

[gamle, < (d+dxt)-Imler < Aedel = 2441,
($ack (), w] g€ Tlhdel R il #1)

g (fecl, < (A«dstl|cle & 2
(fack (2) again, w/ feTld.d~) &lrl”sl)

= |gdm+p Furl £ (2d+1) + p (2ekl]
= (p-u) (2el+t)
= (3+1):(z:200) = 44} = 164

3 p5.5 v | gkwr pfarle, T MY

Now, £=%
+Hok q’bmi pfar v alreedy contonlifte& , s0
‘ o that i3

it o equaf to any ce,n'f(A(inA polqnomi
congpuerd fo it ‘wodulo ¢

Thondhure dedd |
el *e) = 9}""*’ pf*c,

ar desred.
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(b) Explain the last step of the decryption process: once Alice has computed a. how could she

compute the original plaintext m?

Alice [enows thed o = Q*W{)‘Fﬁr = 4 Bmmodp.

Alice con compute G doe  (whew Gpw the
inverge of g in Rp)  whrlh meat s odishy

W)

Gp*g ¥m modp
1 %  wodp
m modp

on cevdalift tho med 0 In

Gp »Q

W

)

To Hnd m, shee

sher,
wm = c(?(Gp*C‘) :




Math 252. Spring 2019 Final Exam

This page intentionally left blank. You may use it for scratchwork or to continue
answers to any question (note clearly on the original page if you do so).



Math 252, Spring 2019 ) Final Exam

This page intentionally left blank. You may use it for scratchwork or to continue
answers to any question (note clearly on the original page if you do so).



Math 252, Spring 2019 Final Exam

This page intentionally left blank. You may use it for scratchwork or to continue
answers to any question (note clearly on the original page if you do so).



Math 252, Spring 2019

Final Exam

Reference tables from textbook:

Public parameter creation

A trusted party chooses and publishes a large prime p
and an clement g modulo p of large (prime) order.

Public parameter creation

A trusted party chooses and publishes a (large) prime p
and an integer g having large prime order in F;.
Private computations

Alice Bob

Alice Bob

Key creation

Choose privatc key 1 <a<p-1.
Comnpute A = ¢° (inod p).
Publish the public key A.

Choose a secret integer a. Choose a secret integer .
Compute A = ¢* (med p). Compute B = ¢* (mod p).
Public exchange of values
Alice sends A to Bob S|
B e———————  Bobsends B to Alice

Further private computations
Alice Bob

{
Compute the number B* (mod p). | Compute the number A* (mod p).
‘The shared secret value is B° = (g°)° = g% = (¢°)® = A® (mod p).

Table 2.2: Diffie- Hellman key cxchange

Bob | Alice

Encryption

Choose plaintext m.
Choose random clement k.
Use Alice’s public key A
to compute ¢; = g* (mod p)
and ¢; = mA* (mod p).
Send ciphertext {c;, €2) to Alice.

Decryption

Compute (¢}~ 1 - ¢z (mod p).
This quantity is equal to m.

Table 2.3: Elgamal key creation, encryption, and decryption

Key creation

Samantha | Victor

Choose sccrot primes p end q.
Choose eneryption exponent ¢

with ged{e, (p- 1}{q- 1)) = 1.
Publish N = pq and e.

Encryption

Choose plaintext m.
Use Bob's public key (V,€)

to compute ¢ = m* {mod N).
Send ciphertext ¢ to Bob.

Decryption

Compute d satisfying
ed=1(mod (p~ 1){g - 1))

Compute 1’ = ¢ {(mod N).

‘Then 1’ equals the plai m.

Kcey creation

Choose secret primes p and g.
Choose verification expounent ¢
with

ged(e,(p—1){g- 1D} =1
Publish NV = pg and ¢.

Signing

Compute d satisfving
de =1 {mod (p— 1){g — 1)).
Sign d D by computing
$= D4 (mod N).

Veriflcation

Compute S¢ tnod N and verify
that it is cqual to D.

Table 3.1: RSA key creation, encryption, and decryption

A trusted party chooses and publishes a large priwe p

e = Mt g oo P
Samantha | Victor

Key creation

| Choose secret signing key |
1<a<p-1.

Compute A = g° (mod p).

Publish the verification key A |

“Public parameter creation . '_i
i

3

{

|

Signing
Chouse document 1) mod p. |
Choose random clement 1 <k < p
satisfying ged{k,p— 1) = 1.
Conipute signature
8 = ¢* (mod p) and
Sz = (D—aS1)k"} {modp—1).
V Verification
T Compute 4555 mod
pute 2 mod p.
| Verify that it is equal to g2 mod p.

Table 4.2: The Elgamal digita) signature algorithmn

Table 4.1: RSA digital signatures

Public parameter creation

A trusted party chooses and publishes large primes p and ¢ satisfying
p=1 (mod g) and an clement g of order ¢ modulo p.

Samantha { Victor

Key creation

Choose secret signing key
l<a<g-1L

Compute A = g* (mad p).

Publish the verification key A.

Signing

Choose document 2 mod g.
Choose random element 1 < &k < q.
Compute signature
§) = (g* mod p) mod ¢ and
S = (D +a5)k™" (mod g).

Verification

Compute V; = DS; ! (mod ¢) and
12 = 5,5;! (inod g).

Verify that
(9*"4'? mod p) mod g = S,

Table 4.3: The digital signature algorithm (DSA)
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" “Public parameter creation
A trusted party chooses and publishes a {laxge) prime p,

an elliptic curve £ over £, and o ponut Pin E(¥ EJ

" Private computations
Alice l
dlom a secret integer n 4. B | | Chooscs a sceret integer ng.
Com'pulea the point Q4 = naf. | Computes the point Qpn = nal.
Pu-bﬁc exchnngc of values

Bob

Q.

" Bob sends Qp to Alice
Further prl\mtu computations

L Alice Bob

Computes the point n4Qg. | Computes the point ng@a.

Qn

Public parameter creation
A trusted party chooses a finite field 5, an elliptic curve £/7,,
and a point 7 € £(F,) of large prime order g.
Samantha I Victor
Key creation
Choose secret signing key
1<s<g-1
Compute V' = G € E(;)
Publish the verification key 3.
Signing
Chiooge documnent d mod g.
Choose random elememt e mod g.
Compute eG € £{F,)} and then,
ay = 2(eG) mod g and
52 = (d + 88;)¢ " (1mod g).
Publish the signatwie (s1.6:).
Verification
Compute vy = ds, (mod ¢) and
= s;s, (mnod ¢).
Compute v,G+ 98" € E(F,) and ver-
ify that
2(2. G+ V) mod g = 9y

The shared secret value is naQp = nal ngP) =nplnaPy=nyQa.

Table 6.5: Diflie-Hellman key exclange using elliptic earves

el
[~
&

Alice ]
| E ~ Key Creation

| Chooe a large integer modulus q.
Choose secret integers f and g with f < \/g/2,
Vali < g < Va72, and ged( f,q9) = 1. ‘

Compute h = f g (med g).
Publish the public key (g. ).

} s

Encryption *
Choose plaintext m with m < \/:z/-l.
\ Use Alice’s public key (g. k)

to compute ¢ = rh + m (mod q}.

Send ciphertext ¢ to Alice.
[ Decryption

‘ Compute a = fe (mod ¢ with0<a<gq.

Compute b= f 'a (mod g) with 0 < b < g.

Then b is the plaintext m.
Table 7.1: A congruential public key cryptosystemn

Addendum to Table 7.1: The random el-
ement r (in “Encryption”) should be chosen
such that r < 1/q/2 as well.

Teble 6.7: The elliptic curve digital signature algorithin (ECDSA)

Publi¢c p ter creation
A trusted party chooses public parameters (V. p, g, d) with N and p
prime. ged(p, g} = ged(N,¢) = 1, and ¢ > (6d + 1)p.

Alice 1

Key creation
Choose private f € T{d + 1.d)
that is invertible in 2, and R,.
Chouse private g € T(d. d).
Compute Fy. the inverse of f in

Bob

R,.
Compute Fp, the inverse of £ in
R,
Pgblish the public kev b = Foa g,
Encryption
. Choose pleintext m € Ry.
Choose a random r € T(d,d).
Use Alice's public key i to
compute e = pr«h+m (mod g).
Send ciphertext e to Alice.
Decryption
Compitte

fre=pgrr+ fem (modg)
Center-lift to @ € R end compute
m = F,xa (mod p).

Table 7.4: NTRUEncryt: the NTRU public key eryplosystein
Addendum to Table 7.4:

e In “Encryption.” you should assume that
m is centerlifted modulo gq.

e Recall: the notation 7(d;,d2) denotes
the set of all polynomials in R with ex-
actly dy +1’s. d9 —1’s. and all other co-
efficients 0.



