MATH 158
MIDTERM 2
11 NOVEMBER 2015

Name :

Comment (2023): this exam is from an older version of this course, taught at Brown. There

are some differences of style and emphasis compared to Math 252 here.

e The time limit is 50 minutes.
e No calculators or notes are permitted.

e For any problem asking you to write a program, you may write in a language of
your choice or in pseudocode, as long as your answer is sufficiently specific to tell the

runtime of the program.
e Each problem is worth 10 points.
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(1) Suppose that Alice’s RSA public key is the pair (N, e).
(a) Once Alice has decided on (N, e), how does she determine her decrypting expo-

nent d? Why isn’t Eve able to do the same thing, and decrypt messages intended
for Alice?

(b) Suppose that Alice wishes to use the same public key (N, e) to sign a document
D. How does she compute the signature S? How does Victor (who only knows
the public key) verify that the signature is correct?



(2) Comment (2023): you can omit this problem. We emphasized the prime number
theorem much less this semester, and I will not ask about it on the exam.

(a) State-thePritne NwmberTheorem




(3) Suppose that Samantha is using ElGamal parameters (p, g), and her public key is
A € Z/pZ. You may assume that ¢ is a primitive root modulo p. Samantha has just
generated a valid ElGamal signature (51, S2) for a document D.

(a) What congruence must be verified to check that this is a valid signature?

(b) Suppose that Eve examines this signature and discovers that S; = ¢ (mod p).
Describe how Eve can use this information to compute Alice’s private key a
(such that ¢* = A (mod p)). You may assume that ged(Si,p—1) = 1.



(4) The number p = 397 is prime, and g = 5 is a primitive root modulo p. The prime
factorization of p — 1 is 396 = 22 - 32 - 11.
Eve has computed the following three (mod p) discrete logarithms.

log599%p (31199%p) =

log544%p (3 114 %p)
10g536%p (3 1 136 %p)

Using these three values, determine the value of logy (311).



(5) Comment (2022): this problem uses terms we have not introduced in this course,
namely the language of groups. Feel free to try it if you are familiar with these
words, of course.




(6) Suppose that Samantha and Victor agree to use a digital signature system that differs
slightly from DSA. In this system, the parameters (p, ¢, g), public key A, and private
key a are as in DSA. However, the equations describing a signature of a document
D are now the following.

S1 = ¢"%p%q
Sy = a (kD —51)%q  (where a* denotes the inverse modulo q)

Describe a verification procedure for this signature scheme. Your answer should be
similar to the verification procedure of DSA.



(additional space for work)



