
Math 252, 10 March 2023 Midterm 1

1. (a) [6 points] Find integers u, v such that 113u+ 50v = 1.

Clearly show your steps. For full points, your process should be efficient
enough to be done by hand without much arithmetic or trial and error.

(b) [6 points] Solve the congruence 50x ≡ 3 (mod 113), for the variable x. You should answer
in the form of a congruence x ≡ · · · (mod · · · ).

2. [12 points] Alice and Bob perform Diffie-Hellman key exchange, with the following public pa-
rameters:

p = 41, g = 6.

Alice sends Bob the number
A = 26,

and Bob sends Alice the number
B = 30.

Eve listens to this exchange, and manages to figure out Alice’s secret integer: it is

a = 17.

Using this information (and the mod-41 multiplication table at the back of the packet), deter-
mine Alice and Bob’s shared secret S.

(It is possible to do this with only a few mod-41 multiplications; try to find an efficient method.)

3. [12 points] Alice and Bob are using the Elgamal cryptosystem, with public parameters p, g.
Denote Alice’s public key by A (see the summary table at the back of the exam packet).

Bob encrypts a plaintext m and sends Alice the corresponding ciphertext (c1, c2). He then
encrypts a plaintext n and sends Alice the corresponding ciphertext (d1, d2).

Eve knows that numbers p, g, A, and she also intercepts both ciphertexts. She is also able to
determine the message m (perhaps because it is a standard email header). Finally, she observes
that Bob has not randomized his ephemeral keys well! In particular, she notices the following
relationship between the ciphertexts:

d1 ≡ c−1
1 g (mod p).

Using this information, solve for the second ciphertext n in terms of numbers that Eve knows.

4. [12 points] Suppose that p is a prime number, satisfying p ≡ 2 (mod 3), and that y ∈ Z/pZ.
Write a Python function cuberoot(y, p) that returns a solution x ∈ Z/pZ to the congruence
x3 ≡ y (mod p), and prove that the value returned by your function does indeed solve this
congruence.

You may assume that you have already written an efficient function modinv(a, m) computing a−1

(mod m), and you may use Python’s built-in function pow(a, e, m) returning ae (mod m). For
full points, your solution should be practical for cryptographically large integers (e.g. thousands
of bits).
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Multiplication table modulo 41:

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

1 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

2 0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40

3 0 3 6 9 12 15 18 21 24 27 30 33 36 39 1 4 7 10 13 16 19

4 0 4 8 12 16 20 24 28 32 36 40 3 7 11 15 19 23 27 31 35 39

5 0 5 10 15 20 25 30 35 40 4 9 14 19 24 29 34 39 3 8 13 18

6 0 6 12 18 24 30 36 1 7 13 19 25 31 37 2 8 14 20 26 32 38

7 0 7 14 21 28 35 1 8 15 22 29 36 2 9 16 23 30 37 3 10 17

8 0 8 16 24 32 40 7 15 23 31 39 6 14 22 30 38 5 13 21 29 37

9 0 9 18 27 36 4 13 22 31 40 8 17 26 35 3 12 21 30 39 7 16

10 0 10 20 30 40 9 19 29 39 8 18 28 38 7 17 27 37 6 16 26 36

11 0 11 22 33 3 14 25 36 6 17 28 39 9 20 31 1 12 23 34 4 15

12 0 12 24 36 7 19 31 2 14 26 38 9 21 33 4 16 28 40 11 23 35

13 0 13 26 39 11 24 37 9 22 35 7 20 33 5 18 31 3 16 29 1 14

14 0 14 28 1 15 29 2 16 30 3 17 31 4 18 32 5 19 33 6 20 34

15 0 15 30 4 19 34 8 23 38 12 27 1 16 31 5 20 35 9 24 39 13

16 0 16 32 7 23 39 14 30 5 21 37 12 28 3 19 35 10 26 1 17 33

17 0 17 34 10 27 3 20 37 13 30 6 23 40 16 33 9 26 2 19 36 12

18 0 18 36 13 31 8 26 3 21 39 16 34 11 29 6 24 1 19 37 14 32

19 0 19 38 16 35 13 32 10 29 7 26 4 23 1 20 39 17 36 14 33 11

20 0 20 40 19 39 18 38 17 37 16 36 15 35 14 34 13 33 12 32 11 31

21 0 21 1 22 2 23 3 24 4 25 5 26 6 27 7 28 8 29 9 30 10

22 0 22 3 25 6 28 9 31 12 34 15 37 18 40 21 2 24 5 27 8 30

23 0 23 5 28 10 33 15 38 20 2 25 7 30 12 35 17 40 22 4 27 9

24 0 24 7 31 14 38 21 4 28 11 35 18 1 25 8 32 15 39 22 5 29

25 0 25 9 34 18 2 27 11 36 20 4 29 13 38 22 6 31 15 40 24 8

26 0 26 11 37 22 7 33 18 3 29 14 40 25 10 36 21 6 32 17 2 28

27 0 27 13 40 26 12 39 25 11 38 24 10 37 23 9 36 22 8 35 21 7

28 0 28 15 2 30 17 4 32 19 6 34 21 8 36 23 10 38 25 12 40 27

29 0 29 17 5 34 22 10 39 27 15 3 32 20 8 37 25 13 1 30 18 6

30 0 30 19 8 38 27 16 5 35 24 13 2 32 21 10 40 29 18 7 37 26

31 0 31 21 11 1 32 22 12 2 33 23 13 3 34 24 14 4 35 25 15 5

32 0 32 23 14 5 37 28 19 10 1 33 24 15 6 38 29 20 11 2 34 25

33 0 33 25 17 9 1 34 26 18 10 2 35 27 19 11 3 36 28 20 12 4

34 0 34 27 20 13 6 40 33 26 19 12 5 39 32 25 18 11 4 38 31 24

35 0 35 29 23 17 11 5 40 34 28 22 16 10 4 39 33 27 21 15 9 3

36 0 36 31 26 21 16 11 6 1 37 32 27 22 17 12 7 2 38 33 28 23

37 0 37 33 29 25 21 17 13 9 5 1 38 34 30 26 22 18 14 10 6 2

38 0 38 35 32 29 26 23 20 17 14 11 8 5 2 40 37 34 31 28 25 22

39 0 39 37 35 33 31 29 27 25 23 21 19 17 15 13 11 9 7 5 3 1

40 0 40 39 38 37 36 35 34 33 32 31 30 29 28 27 26 25 24 23 22 21
Multiplication table modulo 41, continued:
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21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

1 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

2 1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39

3 22 25 28 31 34 37 40 2 5 8 11 14 17 20 23 26 29 32 35 38

4 2 6 10 14 18 22 26 30 34 38 1 5 9 13 17 21 25 29 33 37

5 23 28 33 38 2 7 12 17 22 27 32 37 1 6 11 16 21 26 31 36

6 3 9 15 21 27 33 39 4 10 16 22 28 34 40 5 11 17 23 29 35

7 24 31 38 4 11 18 25 32 39 5 12 19 26 33 40 6 13 20 27 34

8 4 12 20 28 36 3 11 19 27 35 2 10 18 26 34 1 9 17 25 33

9 25 34 2 11 20 29 38 6 15 24 33 1 10 19 28 37 5 14 23 32

10 5 15 25 35 4 14 24 34 3 13 23 33 2 12 22 32 1 11 21 31

11 26 37 7 18 29 40 10 21 32 2 13 24 35 5 16 27 38 8 19 30

12 6 18 30 1 13 25 37 8 20 32 3 15 27 39 10 22 34 5 17 29

13 27 40 12 25 38 10 23 36 8 21 34 6 19 32 4 17 30 2 15 28

14 7 21 35 8 22 36 9 23 37 10 24 38 11 25 39 12 26 40 13 27

15 28 2 17 32 6 21 36 10 25 40 14 29 3 18 33 7 22 37 11 26

16 8 24 40 15 31 6 22 38 13 29 4 20 36 11 27 2 18 34 9 25

17 29 5 22 39 15 32 8 25 1 18 35 11 28 4 21 38 14 31 7 24

18 9 27 4 22 40 17 35 12 30 7 25 2 20 38 15 33 10 28 5 23

19 30 8 27 5 24 2 21 40 18 37 15 34 12 31 9 28 6 25 3 22

20 10 30 9 29 8 28 7 27 6 26 5 25 4 24 3 23 2 22 1 21

21 31 11 32 12 33 13 34 14 35 15 36 16 37 17 38 18 39 19 40 20

22 11 33 14 36 17 39 20 1 23 4 26 7 29 10 32 13 35 16 38 19

23 32 14 37 19 1 24 6 29 11 34 16 39 21 3 26 8 31 13 36 18

24 12 36 19 2 26 9 33 16 40 23 6 30 13 37 20 3 27 10 34 17

25 33 17 1 26 10 35 19 3 28 12 37 21 5 30 14 39 23 7 32 16

26 13 39 24 9 35 20 5 31 16 1 27 12 38 23 8 34 19 4 30 15

27 34 20 6 33 19 5 32 18 4 31 17 3 30 16 2 29 15 1 28 14

28 14 1 29 16 3 31 18 5 33 20 7 35 22 9 37 24 11 39 26 13

29 35 23 11 40 28 16 4 33 21 9 38 26 14 2 31 19 7 36 24 12

30 15 4 34 23 12 1 31 20 9 39 28 17 6 36 25 14 3 33 22 11

31 36 26 16 6 37 27 17 7 38 28 18 8 39 29 19 9 40 30 20 10

32 16 7 39 30 21 12 3 35 26 17 8 40 31 22 13 4 36 27 18 9

33 37 29 21 13 5 38 30 22 14 6 39 31 23 15 7 40 32 24 16 8

34 17 10 3 37 30 23 16 9 2 36 29 22 15 8 1 35 28 21 14 7

35 38 32 26 20 14 8 2 37 31 25 19 13 7 1 36 30 24 18 12 6

36 18 13 8 3 39 34 29 24 19 14 9 4 40 35 30 25 20 15 10 5

37 39 35 31 27 23 19 15 11 7 3 40 36 32 28 24 20 16 12 8 4

38 19 16 13 10 7 4 1 39 36 33 30 27 24 21 18 15 12 9 6 3

39 40 38 36 34 32 30 28 26 24 22 20 18 16 14 12 10 8 6 4 2

40 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1


